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Executive Summary
Who Should Read This Report and Why? DoD military and civilian personnel
who are responsible for overseeing contractor use and export of classified
technology should read this report. The report discusses the effective use of security
controls and the management of classified technology.
Background. The Joint Strike Fighter Program, which cost $299.8 billion, as of
December 31, 2006, to acquire more than 2,450 aircraft, will bring the most
advanced aviation and weapons technologies into the next generation of strike
fighter aircraft. Lockheed Martin is the primary contractor for the fighter aircraft
program and subcontracted work to two principal partners—Northrop Grumman and
BAE Systems. In total, more than 1,200 foreign and domestic subcontractors,
representing 8 foreign countries, participate in developing the fighter aircraft.
With multiple foreign countries participating in the advanced fighter program, the
potential unauthorized release of classified information is of particular concern.
Accordingly, our review focused on determining whether DoD exported and
controlled the classified fighter program technology in accordance with Government
policies and procedures. The Defense Technology Security Administration initially
identified 28 applications from 5 contractors that requested approval to export
classified fighter program technology. We selected seven of the applications from
Northrop Grumman and BAE Systems for detailed review. To obtain a greater
understanding of the internal controls implemented by BAE Systems—the largest
foreign-owned or -controlled defense contractor in the United States—we evaluated
security reports on BAE Systems’ facilities.
Results. DoD had controls in place to validate the legitimacy of the seven requests
for exporting Joint Strike Fighter technology in our review. However, DoD did not
always employ sufficient controls to evaluate potential unauthorized access to
classified U.S. technology. Although Defense Security Service officials were
conducting security reviews at BAE Systems facilities, they could have enhanced
those reviews by collecting, analyzing, and retaining security audit reports
completed by BAE Systems. The BAE Systems security audit reports would help
the Defense Security Service to evaluate and address potential security weaknesses
at BAE Systems, the primary foreign-owned contractor supporting the strike fighter
program.
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The Defense Security Service:
•

did not obtain and assess, prior to our audit, at least
BAE Systems’ reports
discussing more than
security weaknesses in controls over classified
technology at BAE Systems facilities for 2004 and 2005;

•

did not identify
percent of the security weaknesses identified by BAE Systems
when both audited the same facilities; and

•

established an unauthorized policy of discarding security reports after 2 years,
thereby preventing us from verifying whether security weaknesses identified in
2001, 2002, and 2003 had been resolved.

As a result, DoD’s advanced aviation and weapons technology in the Joint Strike Fighter
program may have been compromised by unauthorized access at facilities and in computers
at BAE Systems. Additional Defense Security Service oversight, accountability, and control
would help DoD reduce the risk that unauthorized access to classified U.S. technologies
may occur. The Director, Defense Security Service needs to obtain, review, and retain
copies of security reports from BAE Systems’ facilities that handle classified technology
and use this information to monitor and resolve security weaknesses. In addition the
Director, Defense Security Service needs to submit the agency’s existing records retention
policy to the National Archives and Records Administration for review and determination
whether the policy for contractor security reports is appropriate. Furthermore, the Director,
Defense Security Service needs to notify the National Archives and Records Administration
of all prior instances where the Defense Security Service disposed of its contractor security
reports without authorization. Finally the Director, Defense Security Service must review
the agency’s self-assessment of internal controls for its National Industrial Security Program
and records management program. (See the Finding section for the detailed
recommendations.)
Management Comments and Audit Response. The Director, Defense Security Service
concurred with our recommendation on security reports, stating that the Defense Security
Service reviews would have been enhanced by collecting, analyzing, and retaining security
audit reports completed by BAE Systems. The Director further stated that the Defense
Security Service has implemented this recommendation and followed these procedures
during the last review of BAE Systems.
In reference to our recommendations on records management, the Director, Defense
Security Service neither concurred nor nonconcurred. She stated that the Defense Security
Service is reassessing its records management program to ensure its currency as well as its
compliance with Government regulations and standards. The Director stated that the
Defense Security Service will initiate a personnel recruitment action for an agency Federal
records management professional to transform their current system up to current
Government and technology standards. No further comments are required.
The Director did not concur with our recommendation to review the self-assessment of
internal controls for the audit findings in this report. She stated that she did not believe the
internal control weaknesses to be material. Although the Director nonconcurred with the
recommendation, the stated actions taken to strengthen security reviews and records
management satisfy the intent of the recommendation. No further comments are required.
See the Finding section for a discussion of management comments and the Management
Comments section of the report for a complete text of the comments.
ii
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Background
Joint Strike Fighter. The F-35 Joint Strike Fighter (JSF) will bring the most
advanced aviation and weapons technologies into the next generation of strike
fighter aircraft. DoD is developing the JSF in cooperation with allied countries.
International Participants. Eight allied countries—Australia, Canada,
Denmark, Italy, the Netherlands, Norway, Turkey, and the United Kingdom—are
cooperating in developing the JSF. Israel and Singapore also participate as JSF
Security Cooperative Participants. Contractors in the allied countries participate
with U.S. companies in research, development, and administration of the JSF.
Contractors. In October 2001, DoD awarded Lockheed Martin
Aeronautics Company (Lockheed Martin) in Fort Worth, Texas, the contract to
develop the JSF airframe and to integrate all component systems. Lockheed
Martin is the primary F-35 contractor and subcontracted work to BAE Systems in
Lancashire, England, and to Northrop Grumman Integrated Systems in El
Segundo, California. More than 1,200 foreign and domestic subcontractors
participate in developing the JSF.
Government Controls. To collaborate effectively, JSF contractors and
subcontractors frequently need to share sensitive and classified material with
foreign-partner companies. Therefore, the Government requires safeguards for
the export and use of sensitive and classified information and materials in the
custody of contractors.
Exports. The Government established laws and regulations for export
controls. The Arms Export Control Act, section 2778, Title 22, United States
Code (22 U.S.C. 2778), authorizes the President to issue regulations for exporting
selected defense articles and defense services. 1 Executive Order 11958,
Administration of Arms Export Controls, January 1977, delegates that authority
to the Secretary of State. The International Traffic in Arms Regulations defines
how the Department of State (State Department) should exercise export authority.
DoD officials support the State Department in executing the export control
responsibilities.
DoD Export Control Responsibilities. The Under Secretary of Defense
for Policy, through the Assistant Secretary of Defense for International Security
Policy, develops DoD policies on international transfers of defense-related
technologies. Additionally, the Deputy Under Secretary of Defense (Technology
Security Policy and National Disclosure Policy) oversees DoD-related
international transfers of technology through the Defense Technology Security
Administration (DTSA).

1

Defense articles are models, mockups, or technical data identified as munitions in the International
Traffic in Arms Regulations. Defense services include assistance provided, including training, to foreign
persons in the design, development, and production of defense articles.

1
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DTSA reviews applications for export licenses in support of DoD
programs and makes recommendations to the State Department on whether to
accept, reject, or modify those applications. The Director of DTSA and the JSF
Program Manager have responsibility for ensuring that JSF contractors effectively
export and safeguard critical JSF technology.
Information Released to Contractors. To help ensure that contractors
safeguard U.S. Government classified information, Executive Order 12829,
“National Industrial Security Program,” June 1993, established a single industrial
security program. 2 The Executive Order assigns the Secretary of Defense with
responsibility for operational oversight of the program. The Under Secretary of
Defense for Intelligence [USD(I)] oversees the implementation, and Defense
Security Service (DSS) administers the DoD portion of the program.

Objectives
The audit objective was to evaluate controls over JSF classified technology to
determine whether DoD exported and controlled the classified technology in
accordance with Government policies and procedures. Specifically, we
determined whether security controls were adequate to prevent unauthorized
access to JSF classified technology. We also reviewed the DSS management
control program as it related to the overall objective.
We reviewed the security control measures implemented over the export of Joint
Strike Fighter classified technology. To conduct the review, we used data from
the U.S. Exports System managed by the DTSA and used to document actions
taken on applications requesting U.S. technology.
From the U.S. Exports System, DTSA identified 28 classified JSF export
applications submitted by five contractors. We judgmentally selected seven
applications submitted by BAE Systems and Northrop Grumman—Lockheed
Martin’s two principal partners in the JSF program.
We found that the Government and its contractors appropriately controlled the
export of classified JSF technology to foreign companies for each of the seven
export licenses sampled. Specifically, the contractors fully supported the
legitimacy of the license requested and followed the established processes for
obtaining State Department approval of the export licenses and for executing the
transfer of classified information in the manner agreed upon by the participating
governments.
To obtain a greater understanding of internal controls implemented by BAE
Systems—the primary foreign-owned contractor supporting the strike fighter

2

The purpose of this program is to safeguard classified information that may be released or has been
released to current, prospective, or former contractors, licensees, or grantees of U.S. agencies.

2
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program—we expanded the review to include an evaluation of security reports on
BAE Systems’ facilities.

Review of Internal Controls
We identified material internal control weaknesses for DSS as defined by DoD
Instruction 5010.40, “Manager’s Internal Control (MIC) Program Procedures,”
January 4, 2006. DSS management controls for collecting, analyzing, and
retaining reports submitted by BAE Systems were not adequate to ensure that the
contractors complied with security requirements. Implementing
Recommendation 1. will improve DSS compliance procedures and implementing
Recommendation 2. will improve records management.

3
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Compliance with Security Reporting
Requirements
DoD did not always employ sufficient controls to evaluate and correct
potential unauthorized access to classified U.S. technology. Although,
Defense Security Service officials were conducting security reviews at
BAE Systems facilities; they could have enhanced those reviews by
collecting, analyzing, and retaining security audit reports completed by
BAE Systems. The BAE Systems security audit reports would help the
Defense Security Service to evaluate and address potential security
weaknesses at BAE Systems, the primary foreign-owned contractor
supporting the strike fighter program. The Defense Security Service:
•

did not obtain and assess, prior to our audit at least
BAE
Systems’ reports discussing over
security weaknesses in
controls over classified technology at BAE Systems facilities
for 2004 and 2005;

•

did not identify
percent of the security weaknesses
identified by BAE Systems when both audited the same
facilities; and

•

established an unauthorized policy of discarding security
reports after 2 years, thereby preventing our verification of the
resolution of security weaknesses identified in 2001, 2002, and
2003.

These conditions occurred because DSS did not properly monitor whether
the contractor submitted the required security audit reports and did not
obtain the approval of the National Archives and Records Administration
(NARA) for the DSS records retention policy. As a result, DoD advanced
aviation and weapons technology may have been compromised by
unauthorized access at facilities and in computers at BAE Systems.
Additional DSS oversight, accountability, and control would help DoD to
reduce its exposure to an increased risk that unauthorized access to
classified U.S. technologies may occur.

BAE Systems
Corporate Organization. BAE Systems, plc., is an international company
engaged in the development, delivery, and support of advanced defense and
aerospace systems. It employs 90,000 people on 5 continents and is the largest
European defense company. BAE Systems, Inc., (BAE Systems) is the U.S.
subsidiary of BAE Systems, plc. BAE Systems is the largest foreign-owned or
-controlled defense contractor in the United States. It employed
45,000 employees and generated annual sales in excess of $10 billion in 2005.
4
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JSF Responsibilities. BAE Systems has major responsibilities for developing
information systems and sensors for the JSF aircraft. The JSF prime contractor,
Lockheed Martin, tasked BAE Systems with developing key areas of the JSF
mission systems and weapon systems, the fuel system, crew escape system, and
life support systems. BAE Systems also shares responsibilities for developing an
autonomic logistics system, providing information that continually monitors the
status of components on board the aircraft. That system diagnoses and isolates
aircraft system faults and relays requests for parts, manpower, and equipment to
the appropriate support centers.

National Industrial Security Program
DoD Manual 5220.22-M, “National Industrial Security Program Operations
Manual,” February 28, 2006, provides specific requirements for contractors
working with U.S. classified information. DSS implements the National
Industrial Security Program for DoD contractors.
Defense Security Service Responsibilities. DSS oversees the security of U.S.
classified information that DoD contractors use. DSS personnel assigned to
71 field offices located throughout the United States review contractor
implementation of industrial security requirements. DoD Components may
request clearance for a contractor to receive access to U.S. classified material to
participate in a U.S. Government contract. DSS industrial security
representatives perform the initial security assessment and grant the facility
security clearance to U.S. and foreign-owned contractors, when warranted. DSS
conducts security assessments on each cleared contractor—U.S. or
foreign-owned—regularly thereafter.
Foreign-Owned, -Controlled or -Influenced Contractors. A U.S. company
operating under foreign ownership, control, or influence may obtain access to
U.S. classified information when granting such access would be consistent with
the national interest. However, the U.S. Government requires additional
assurances that foreign firms cannot gain unauthorized access to critical
technology and classified information. The Government establishes those
additional assurances in a Special Security Agreement (SSA).
Special Security Agreement. As a minimum, each foreign-owned contractor
operating under the terms of an SSA must establish a permanent Government
Security Committee (GSC) within the contractor’s Board of Directors. The GSC
monitors the contractor’s procedures for safeguarding sensitive and classified
U.S. information. The GSC appoints a technology control officer to develop and
implement a technology control plan. The technology control plan prescribes the
specific security measures considered necessary to eliminate the possibility that
non-U.S. employees and visitors might gain access to information they are not
authorized.

5
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Evaluating and Addressing Potential Security Weaknesses
DoD did not always employ sufficient controls to evaluate and correct potential
unauthorized access to classified U.S. technology. Specifically, Defense Security
Service officials were conducting security reviews at BAE Systems facilities;
however, they could have enhanced those reviews by collecting, analyzing, and
retaining security audit reports completed by BAE Systems. The BAE Systems
security audit reports would help the Defense Security Service to evaluate
potential security weaknesses at BAE Systems, the primary foreign-owned
contractor supporting the strike fighter.
Reporting Requirements. The BAE Systems’ corporation president signed an
SSA on November 29, 2000. The SSA tasked the BAE Systems’ GSC to advise
DSS of any actual or attempted violation of contract security provisions, export
control laws, and the National Industrial Security Program. The SSA further
required each member of the GSC to:

An Export Compliance Addendum (Addendum) to the SSA further requires the
contractor (BAE Systems) to:

Contractor Reporting Requirements
DSS has not collected, analyzed, or kept reports required by the BAE Systems
SSA. The SSA requires BAE Systems to submit:
6
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.
Internal Audits. BAE Systems completed numerous internal audits required by
the SSA, but chose not to submit them to DSS. In 2004 and 2005, DSS did not
review, prior to our audit, approximately
BAE Systems’ internal audit reports.
In addition, when both DSS and BAE Systems conducted security audits on
BAE Systems facilities and identified weaknesses, DSS missed opportunities
to follow up on discussions of more than
security weaknesses. As a result,
DSS did not identify
of
of the security weaknesses identified
by BAE Systems, when both audited the same facilities. The table in Appendix D
lists the BAE Systems internal audit reports and DSS security reviews conducted
at BAE Systems’ business units. 3

After continued discussions between DSS and BAE Systems, DSS arranged for us
to review, but not copy, all 2004 and 2005 internal audit reports. BAE Systems
provided 19 internal audit reports for 2004 and 13 for 2005. BAE Systems
classified three of the reports as drafts, one as supplemental, and one as a
summary, without identifying a specific audit location.
We questioned why the numbers of internal audits identified in the GSC annual
reports differed from the number of reports BAE Systems provided. The senior
BAE Systems official stated, “In a few cases, no audit reports were necessary or
prepared, particularly with respect to self-assessment sites.” She added

We asked the Joint Strike Fighter (JSF) Program Office to identify BAE Systems’
sites performing JSF program work. They indicated there were
BAE
Systems’ sites. We performed followup work on May 2, 2007, and May 10,
2007, at two of these sites, Rockville, Maryland and Lansdale, Pennsylvania,
respectively. We reviewed copies of the BAE Systems’ internal audit reports at
the sites, and followed up on the
reported deficiencies at these two sites. We
concluded that in May 2007 the reported security weaknesses had been corrected.
However, we still were unable to reconcile reports that BAE Systems made
available to us with the reports identified by the Government Security Committee.
3

BAE Systems has
structure.

business units or business sectors, which are sub-organizations in the corporate

7
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As a result, our opinion on the quality and effectiveness of security controls
maintained at BAE Systems’ facilities was restricted by these limitations.
Independent Audit Reports. After weeks of seeking missing BAE Systems
independent audit reports for 2001 through 2005, the DoD Office of General
Counsel intervened and located a copy of the 2004 independent audit report for
us. The 2004 GSC Annual Report discussed the results of the 2004 independent
audit, but the 2005 GSC Annual Report did not mention a 2005 independent
audit. Therefore, we questioned whether BAE Systems had arranged to complete
an independent audit for 2005.
Over a period of months, neither DSS nor BAE Systems would confirm whether
the contractor had requested an audit for 2005. Nearly 6 months after our original
request, DSS provided a letter in which the GSC Chairman admitted that BAE
Systems had not requested the independent audit for 2005. 4 DSS notified us on
November 19, 2006, that the combined independent audit report for 2005 and
2006 was completed.
GSC Annual Reports. DSS did provide us with copies of the GSC annual
reports for 2004 and 2005. However, DSS told us that GSC annual reports for
2001 and 2003 were no longer available. In response to our request to review the
2002 GSC Annual Report, DSS provided a list of the BAE Systems 2002 exports,
which DSS advised us, was the 2002 GSC Annual Report. However, the SSA
states that a GSC annual report should, in addition to a list of exports, include
detailed descriptions of:

The GSC annual report must also discuss any other issues that could have a
bearing on the effectiveness or implementation of the SSA.

4

Later, BAE Systems agreed to include coverage of 2005 in its planned independent audit of 2006.
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The following table shows the availability of reports required by the SSA.
Availability of Reports Required by the
Special Security Agreement
2001

2002

2003

2004

2005

1

Internal
audit reports

Not
available

Not
available

Not
available

Allowed to
review, but not
copy reports

Allowed to
review, but not
copy reports

2

Independent
audit report

Not
available

Not
available

Not
available

Available and
reviewed

Available and
reviewed

3

GSC annual
report

Not
available

Not
available

Not
available

Available and
reviewed

Available and
reviewed

DSS Retention of Reports
DSS retained only the most recent copies of the BAE Systems’ GSC annual
reports. DSS representatives stated that they classified all reports submitted by
contractors as “routine correspondence.” DSS records management procedures
authorize its personnel to dispose of “routine correspondence” after 2 years.
DoD Directive 5015.2, “DoD Records Management Program,” March 6, 2000,
states that each DoD Component, including Defense agencies, needs NARA
approval of the agency’s records management program before it is implemented.
The “NARA Records Management Handbook,” states:
. . . the agency needs to schedule its program records and any
remaining administrative records . . . and submit to NARA a Standard
Form 115 (SF 115), Request for Records Disposition Authority. After
NARA processes and approves the SF 115, the agency is ready to issue
and apply a schedule.

The DSS IG stated that some DSS employees recalled reaching an agreement
with NARA on a records retention policy. However, DSS could not locate a copy
of the SF 115 with the NARA approval. NARA General Record Schedule 16
requires each agency to retain a NARA approved copy of the SF 115.
DSS needs NARA approval for its records retention policies and needs to keep a
copy of that approval. Finally, DSS should reconsider its policy of classifying
contractor security reports as “routine correspondence.” The BAE Systems
security reports, which DSS classifies as “routine correspondence,” require
independent verification that security weaknesses are corrected.
9
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Monitoring Contractor Submission of Security Audit Reports
DSS lacked an independent audit perspective or a history on the contractor’s
compliance with SSA requirements because it did not properly monitor whether
the contractor submitted the required security audit reports and did not obtain the
approval of the National Archives and Records Administration for the DSS
records retention policy. Furthermore, DSS allowed the contractor to dictate what
the Government could oversee.
Internal Control Guidelines. In “Standards for Internal Control in the Federal
Government” (the Standards), November 1999, the Government Accountability
Office (GAO) provides guidelines for managing an effective program. The
Standards state that effective Federal managers identify and analyze risks
associated with achieving agency objectives and implement controls to mitigate
those risks. GAO then recommends that managers continuously monitor
implementation of those controls. The Standards stress that managers must
ensure that all audits and other reviews are promptly resolved. Resolution can
only be considered complete after the agency corrects identified deficiencies,
produces improvements, or demonstrates that the findings and recommendations
do not warrant management action.
Status of Security Controls.

DSS did not actively execute its oversight responsibilities by effectively
collecting and analyzing contractor security information and conveying that
information to DSS staff needing that information. When BAE Systems decided
not to complete an independent audit for 2005, DSS did not object until after we
asked for the report. In addition, DSS did not challenge BAE Systems’ assertion
that the internal audit reports contain “privileged” information and are not subject
to Government review. In fact, a DSS representative told us that the agency was
considering an arrangement that would require BAE Systems to still perform
internal audits but allow it to withhold, from the Government, what the
corporation considered to be “proprietary or attorney privileged information.”
Allowing BAE Systems not to adhere to reporting requirements denies DSS
industrial security representatives access to critical security information.
Government representatives require access to all relevant security information to
effectively monitor whether the contractor can reliably safeguard U.S. classified
technologies. The 2004 and 2005 GSC annual reports only summarized results
from selected independent and internal audits. Consequently, DSS reviewers
lacked an independent audit perspective or a history on the contractor’s
10
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compliance with SSA requirements to allow it to fulfill its oversight
responsibilities.

Government Accountability Office Audits on DSS Oversight
This report discusses our findings on DSS’ oversight of only one foreign-owned
JSF contractor. However, the Government Accountability Office (GAO), in two
prior audits of DSS, found similar conditions to those we mention in this report.
Foreign Contractor Oversight. GAO discussed DSS oversight in
Report No. 05-681, “DoD Cannot Ensure Its Oversight of Contractors under
Foreign Influence Is Sufficient,” July 2005. The report states that DSS did not
request, collect, or analyze information on foreign business transactions to
determine whether foreign-owned or -controlled contractors were complying with
protective measures. DSS field staff also told GAO auditors that they lacked the
consistent guidance, research tools, and training needed to understand fully the
significance of corporate structures, ownership, and complex financial
relationships that involved foreign entities.
GAO recommended that DSS “collect, aggregate, and analyze the results of
annual meetings, contractors’ compliance reports, and data from the
counterintelligence community.” GAO also recommended that DSS use that
information to evaluate the effectiveness of the processes used to monitor foreignowned, -controlled, or -influenced contractors.
The DSS Director did not concur with the recommendations, stating that GAO did
not establish a link between collecting and analyzing data and the effectiveness of
DSS oversight.
Industrial Security. GAO Report No. 04-332, “Industrial Security: DoD Cannot
Provide Adequate Assurances That Its Oversight Ensures the Protection of
Classified Information,” March 2004, states that:
DSS does not analyze the information it maintains on contractors’
protection of classified information nor does the manner in which DSS
maintains this information lend itself to such analysis. This lack of
analysis limits DSS’s ability to detect trends in the protection of
classified information across facilities, to determine sources of security
vulnerabilities, and to . . . determine where systemic vulnerabilities
exist and make corrective changes to reduce the risk of information
compromise.

GAO recommended that the DSS Director identify information needed to detect
systemic vulnerabilities and regularly analyze that information to make informed
management decisions on the use of resources for its oversight activities.
The Deputy Under Secretary of Defense for Counterintelligence and Security, on
behalf of DSS, concurred with all the GAO recommendations; however, she
added the following comments:
11
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As the title and primary conclusion of the draft report are not supported
by the conduct of the review, the draft report is a disservice to
personnel in industry and government who oversee the protection of
classified information, and is misleading to Congress.

During this audit, we determined that DSS needed to improve its oversight of
BAE Systems. Specifically, DSS needs to obtain and review all independent
annual audit reports, internal audit reports, and Government Security Committee
annual reports from BAE Systems. This information is vital to monitoring BAE
Systems’ compliance with the Special Security Agreement in order to decrease
the risks of technology compromise and release of information to foreign
competitors.

Risk of Unintentional Release of Technology to Competing
Foreign Companies
The advanced aviation and weapons technology for the JSF program may have
been compromised by unauthorized access at facilities and in computers at BAE
Systems, and incomplete contractor oversight may have increased the risk of
unintended or deliberate release of information to foreign competitors. BAE
Systems has a prominent role in providing technologies to other countries for the
JSF program while it is also under contract to develop a competing aircraft.
Technology Collection Trends. Research and development can consume
substantial amounts of time and money. However, some foreign entities have
saved both by acquiring technologies from other sources. Each year, DSS reports
the results of counterintelligence studies for improving awareness of foreign
attempts to improperly acquire technology from the U.S. defense industry.
For 2005, DSS published results of its counterintelligence studies in the
“Technology Collection Trends in the U.S. Defense Industry-2005” (Technology
Trends). The report states that 20 percent of the foreign companies prefer to
acquire controlled technologies without developing it themselves. Technology
Trends identifies information technology, sensors, and aeronautics as
technologies that generate the most foreign interest for technology theft, all of
which are significant components of a modern aircraft program such as the JSF.
The Government needs to be particularly vigilant of attempts by foreign-owned or
-controlled companies that could benefit by acquiring critical JSF technologies.
The foreign-owned parent of BAE Systems has numerous interests in aircraft
development.
BAE Systems. Through strategic acquisitions and a record of accomplishment on
major defense projects, BAE Systems, plc., has attained a prominent global role
in the development, delivery, and support of advanced defense systems. The
BAE Systems’ Air Systems business unit employs 10,500 people whose role is to
maximize the company’s position in the military air market sector. Air Systems
12
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concurrently concentrates on developing four military aircraft—the Nimrod, 5
Hawk, 6 JSF, and the Eurofighter (Typhoon).
Typhoon Program. BAE Systems, plc., has major responsibilities in developing
the Typhoon aircraft. Like the JSF, the Typhoon is a fighter aircraft, which
several European military services plan to use in the future. Also like the JSF,
several European countries participate in development of the Typhoon Program.
The United Kingdom and Italy participate in both the Typhoon and JSF programs,
and the Typhoon has been actively promoted in Norway, Denmark, and Turkey,
which are also JSF allied countries.
At least 400 industrial partners under contract are collaborating in the
development and eventual production of 638 Typhoon aircraft. Many of those
foreign contractors and subcontractors actively participate in both projects. BAE
Systems manufactures both Typhoon and the JSF aircraft components at its
Samlesbury site in the United Kingdom. With contractors such as BAE Systems,
plc., and its subsidiaries working on competing aircraft, the U. S. Government
needs to implement effective management accountability and security controls to
safeguard sensitive JSF technologies. Additional DSS oversight, accountability,
and control would help DoD to reduce its exposure to an increased risk that
unauthorized access to classified U.S. technologies may occur. More specifically,
DoD advanced aviation and weapons technology may not be adequately protected
from unauthorized access at facilities and in computers at BAE Systems.

DSS Management Accountability and Control
DSS management accountability and control over foreign-owned or -controlled
contractors needs strengthening. The DSS program for assessing the adequacy of
internal controls was not effective enough to detect its noncompliance with the
National Industrial Security Program Operations Manual and the absence of
approval for records retention.
Internal Controls. DoD Instruction 5010.40, “Managers’ Internal
Control (MIC) Program Procedures,” January 4, 2006, requires each DoD
Component to establish and maintain a process that identifies, reports, and
corrects management control weaknesses.
DSS Managers’ Internal Control Program. The DSS management
control program included:
•

designating assessable areas or units on the basis of its
organizational functions;

5

The Nimrod is a four engine, maritime patrol aircraft that may be used in anti-submarine warfare, antisurface unit warfare, and search and rescue.

6

The most recent Hawk is the new Hawk Advanced Jet Trainer, which has been developed to provide
training for future pilots of 4th and 5th generation aircraft.

13
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•

evaluating the effectiveness of controls in those assessable units;
and

•

publishing an annual statement of assurance on the adequacy of its
controls.

DSS established 59 assessable units. In two of those assessable units (National
Industrial Security Program and records management), we identified deficient
controls. The DSS annual statement of assurance did not identify problems with
either assessable unit.
DSS Assessment of Controls. An effective self-assessment program
should have identified weaknesses in obtaining compliance with the National
Industrial Security Program from BAE Systems. In addition, an effective selfassessment program should have identified the need to obtain NARA approval of
its records retention policy before implementing that policy.

Summary
The National Industrial Security Program requires additional security controls for
foreign-owned contractors who work with U.S. classified information. The BAE
Systems’ SSA requires the contractor to complete internal, independent, and GSC
audits of the contractor’s security controls. In addition, BAE Systems must send
those reports to the Government for review and as evidence of its compliance
with security laws and regulations.
DSS did not properly monitor BAE Systems’ submission of its security reports
and appropriately evaluate BAE Systems security. DSS was unable to verify
whether BAE Systems submitted the required security audit reports for 2001
through 2003.
BAE Systems stated that all information contained in the internal audits was
privileged and not available to the Government, despite the requirement in the
SSA that the contractor submit those reports to DoD for review and appropriate
action. DSS did not challenge BAE Systems’ claim that the internal audits are
privileged and not subject to Government review. Rather than treating
contractors’ audit reports as useful tools to complement the industrial security
assessments, DSS classifies all contractor reports as “routine correspondence” and
destroys them after 2 years. DSS also authorizes the contractor to destroy any of
its reports older than 2 years.
DSS has the authority and responsibility to enforce compliance with the National
Industrial Security Program. DSS should use its oversight authority to make the
contractor comply with security requirements. DSS cannot fulfill its
responsibilities to “review and take appropriate action” over contractors if it does
not receive those reports or analyze the reports it does receive. DSS needs to
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obtain and review copies of all independent annual audit reports, internal audit
reports, and Government Security Committee annual reports from the contractor
and use that information to monitor the contractor’s compliance with the SSA.
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Management Comments on the Background and Audit
Response
Although not required to comment, the Program Executive Officer of the JSF
Program Office provided the following comments on the Background section of
the report.
JSF Program Office Comments. The JSF Program Executive Officer requested
the deletion of the sentence in the Background section of the report that stated the
Director of DTSA and the JSF Program Manager have responsibility for ensuring
that JSF contractors effectively export and safeguard critical JSF technology. He
stated that the Department of State has that responsibility under the International
Traffic in Arms Regulations.
Audit Response. According to DoD Directives, the Director of DTSA and the
JSF Program Manager have responsibility for ensuring that JSF contractors
effectively export and safeguard critical JSF technology. The responsibility of the
Director of DTSA is stated in DoD Directive 5105.72, “Defense Technology
Security Administration (DTSA),” dated July 28, 2005. That directive states,
“The Director, DTSA shall administer, consistent with U.S. policy, national
security objectives, and Federal laws and regulations, the development and
implementation of DoD technology security policies on international transfers of
defense-related goods, services, and technologies to ensure that critical U.S.
military technologies are preserved; transfers that could prove detrimental to U.S.
security interests are controlled and limited.”
The responsibility of the JSF Program Manager is stated in DoD
Directive 5200.39, “Security, Intelligence, and Counterintelligence Support to
Acquisition Program Protection,” dated September 10, 1997. Section 4.1 states,
“Critical Program Information shall be identified early in the acquisition life cycle
by the acquisition Program Manager (PM) and shall be protected.” Section 4.3.5
states, “Program protective measures shall be applied at all locations where
Critical Program Information is developed, produced, analyzed, tested,
maintained, transported, stored, or used in training.”
International Traffic in Arms Regulations do not provide detailed guidance on
responsibilities for a program manager. Based on the responsibilities cited in
DoD Directive 5105.72 and DoD Directive 5200.39, DoD needs to protect its
sensitive technology. Therefore, the changes suggested by the JSF Program
Executive Officer were not made.
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Recommendations, Management Comments, and Audit
Response
We recommend that the Director, Defense Security Service:
1. Obtain and review all independent annual audit reports, internal audit
reports, and Government Security Committee annual reports from BAE
Systems and use this information to monitor BAE Systems’ compliance with
the Special Security Agreement.
Management Comments. The Director, DSS concurred, stating that DSS
reviews would have been enhanced by collecting, analyzing, and retaining
security audit reports completed by BAE Systems. She further stated that DSS
has implemented this recommendation and followed these procedures during the
last DSS review of BAE Systems.
Audit Response. The Director, DSS concurred.
2. Submit the Defense Security Service existing policy for retaining records
to the National Archives and Records Administration for review and
determination whether the records retention policy for contractor security
reports is appropriate.
Management Comments. The Director, DSS neither concurred nor
nonconcurred. She stated that DSS is reassessing its records management
program to ensure its currency as well as its compliance with Government
regulations and standards. Furthermore, she stated that DSS will initiate a
personnel recruitment action for an agency Federal records management
professional to transform its current system up to current Government and
technology standards.
Audit Response. If the Director, DSS, transforms the current system up to
current Government and technology standards, she must submit the DSS policy
for retaining records to the National Archives and Records Administration. As a
result, the actions that the Director stated DSS has taken or plans to take to
strengthen records management up to current Government and technology
standards will satisfy the intent of the recommendation. Therefore, no further
comments are required.
3. Notify the National Archives and Records Administration of all prior
instances where the Defense Security Service disposed of its contractor
security reports without authorization.
Management Comments. The Director, DSS neither concurred nor
nonconcurred. She stated that DSS is reassessing its records management
program to ensure its currency as well as its compliance with Government
regulations and standards. Furthermore she stated that DSS will initiate a
personnel recruitment action for an agency Federal records management
17
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professional to transform its current system up to current Government and
technology standards.
Audit Response. If the Director, DSS, transforms the current system up to
current Government and technology standards, she must notify the National
Archives and Records Administration (NARA) of prior dispositions as required
by the NARA Records Management Handbook. That Handbook states “The
Agency needs to schedule its program records and any remaining administrative
records . . . and submit to NARA a Standard Form 115 (SF 115), Request for
Records Disposition Authority.” As a result, if DSS follows the regulation, we
believe it will meet the intent of the recommendation. Therefore, no further
comments are required.
4. Review the Defense Security Service self-assessment of its National
Industrial Security Program and records management program to determine
whether those assessments of internal controls comply with applicable
regulations and statutory guidance.
Management Comments. The Director, DSS nonconcurred. She said that she
did not believe the internal control weaknesses to be material.
Audit Response. The Director, DSS comments were responsive. Although DSS
nonconcurred with the recommendation, the stated actions taken by DSS to
strengthen DSS security reviews and records management satisfy the intent of the
recommendation. No further comments are required.
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Appendix A. Scope and Methodology
Scope Limitation
We conducted this performance audit from October 2005 through July 2007 in
accordance with generally accepted government auditing standards (GAGAS).
Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objective. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our audit
objective.
However, we were not able to review the contractor’s security weaknesses
reported in 2001 through 2003. In 2004 and 2005, the internal audit report
documentation provided to us was incomplete, with some documents classified as
draft, some as supplemental, and one as a summary without identifying which
BAE Systems facility was reviewed. In addition, the senior BAE Systems official
As a
result, we were not able to conclude that DoD advanced aviation and weapons
technology had not been compromised in the JSF program by unauthorized access
at facilities and in computers at BAE Systems.
On September 21, 2006, we did visit the BAE Systems corporate headquarters in
Rockville, Maryland. By special arrangement with the DSS Director, BAE
Systems allowed us to review, but not copy,
of the
internal audit reports
that the Government Security Committee reported as completed for 2004 and
2005. (On the same date, we reviewed
DSS industrial security reviews
performed at many of the same facilities where BAE Systems had completed its
internal audits.)
We were unable to reconcile reports that BAE Systems made available to us with
the reports identified by the Government Security Committee. As a result, our
opinion on the quality and effectiveness of security controls maintained at BAE
Systems’ facilities was restricted by these limitations. To satisfy ourselves that
some of the security weaknesses had been corrected, we decided to do additional
work.
We asked the Joint Strike Fighter (JSF) Program Office to identify BAE Systems
sites performing JSF program work. They indicated there were
BAE
Systems sites. In total,
deficiencies were reported for the
BAE Systems
sites. We chose to perform follow-up work at
of the
sites, Rockville,
Maryland and Lansdale, Pennsylvania, because of the number of security
weakness identified for each, and , respectively, for a total of
out of
deficiencies.
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We performed followup work on May 2, 2007, and May 10, 2007, at the two
BAE Systems sites, in Rockville, Maryland and Lansdale, Pennsylvania,
respectively. We reviewed copies of the BAE Systems internal audit reports at
the sites, and followed up on the
reported deficiencies at these two sites. We
concluded that, in May 2007, the security weaknesses had been corrected.
However, as previously stated, we were unable to reconcile reports that BAE
Systems made available to us with the reports identified by the Government
Security Committee. As a result, our opinion on the quality and effectiveness of
security controls maintained at BAE Systems’ facilities remains restricted by
these limitations.
We discussed responsibilities and export control policies for the JSF program
with representatives from the offices of the Under Secretary of Defense for
Acquisition, Technology, and Logistics; Deputy Under Secretary of Defense
Technology Security Policy and National Disclosure Policy, International
Security Programs; Air Force International Affairs; Navy International Programs;
DSS; DTSA; and the JSF Program Office.
We reviewed documents used to control and secure JSF program technology—
such as the Program Protection Plan, 1 Technology Assessment and Control Plan, 2
Security Classification Guide, 3 and Designated Disclosure Authority Letter. 4 We
tested each for compliance with DoD regulations.
We requested DTSA to perform a search on export applications, or amendments
to export applications, maintained in the U.S. Exports database. From the
38,000 applications reviewed, DTSA identified 28 classified JSF export
applications. DTSA processed all of those export applications from January 2004
through November 2005. From those 28 classified JSF export applications, we
judgmentally selected 7 applications submitted by BAE Systems and Northrop
Grumman—Lockheed Martin’s two principal partners in the JSF program and
evaluated whether the application files:
•

covered only the items or information specially designated for
release in the Designated Disclosure Authority Letter;

•

stated the specific reasons for the export, the destination, and
information about end-users;

1

DoD acquisition program managers prepare this plan to identify risks and document safeguards for
critical program and technology information.

2

The plan identifies and describes sensitive program information; the risks involved in foreign access to
that information; and those participating in the program or foreign sales of the system using the
information.

3

The guide prescribes the appropriate security classification and guidance for declassifying materials
disclosed to foreign recipients.

4

The letter explains classification levels, scope, and limits on information that may be disclosed to a
foreign recipient.
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•

indicated State Department approval before the contractor
exported the technology or information;

•

provided for the transfer of classified information as agreed upon
in advance by the participating governments; and

•

contained documents supporting the decision to license in
accordance with contract requirements.

We conducted audit work at the JSF Program Office located in Arlington,
Virginia; the Defense Technology Security Administration in Alexandria,
Virginia; and the Defense Security Service office in Alexandria, Virginia. We did
not perform audit work at the offices of the prime contractor, Lockheed Martin,
but we did visit two of the principal partners’ sites, Northrop Grumman
Electronic Systems in Linthicum, Maryland and BAE Systems in Nashua, New
Hampshire. At those locations, we reviewed documentation supporting exports of
classified JSF technology and other controls in place to safeguard security of
classified materials. Specifically, we reviewed controls to determine whether:
•

classified JSF technology was exported in accordance with Federal
Government policies and procedures, and

•

security controls were adequate to prevent unauthorized access to
classified JSF technology.

In addition, we evaluated controls that Northrop Grumman and BAE Systems
used for exporting classified JSF technology from U.S. companies to foreign
companies. Specifically, we evaluated whether the contractors complied with the
requirements in the Industrial Security Manual and technology control plans. At
BAE Systems, we also evaluated compliance with requirements in the BAE
Systems’ SSA and technology control plan. At DSS, we also reviewed the BAE
Systems’ GSC annual reports for 2004 and 2005.
See Appendix B for prior audit coverage related to the objectives. We also
reviewed the managers’ internal control program for DSS as it related to the
overall objective. The managers’ internal control programs for the JSF Program
Office and for DTSA were recently reviewed in prior audits. Therefore, we did
not review them during this audit.
Use of Computer-Processed Data. The U.S. Exports System is the automated
system that DTSA uses for processing export applications. We used the U.S.
Exports System to identify license applications for classified exports of the JSF
program. Testing the reliability of the computer-processed data was not the
purpose of our audit; we used the data strictly as source documentation.
However, we thoroughly compared the contents of each selected export
application with supporting documentation at Government and contractor
locations. Furthermore, we consulted the JSF Program Office and received
confirmation that the number of export applications that DTSA provided to us and
the descriptive content in those applications was representative of the applications
for classified export of JSF technology.
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Use of Technical Assistance. We did not use internal or external technical
assistance to perform this audit.
Government Accountability Office High-Risk Area. The GAO has identified
several high-risk areas in DoD. This report provides coverage related to the highrisk areas of:
•

Protecting the Federal Government’s information systems and the
nation’s critical infrastructures,

•

DoD approach to business transformation,

•

DoD contract management, and

•

DoD weapon systems acquisition.
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Appendix B. Prior Coverage
During the last 5 years, the Government Accountability Office (GAO) and the
Department of Defense Office of Inspector General (DoD IG) conducted multiple
reviews related to this audit. These reviews covered controls over the JSF
program, technology transfer, and industrial security. The Army Audit Agency
also conducted one review on technology transfers. Unrestricted GAO reports
can be accessed over the Internet at http://www.gao.gov. Unrestricted DoD IG
reports can be accessed at http://www.dodig.mil/audit/reports.

GAO
GAO Report No. GAO-05-681, “DoD Cannot Ensure Its Oversight of
Contractors under Foreign Influence Is Sufficient,” July 2005
GAO Report No. GAO-04-332, “Industrial Security, DoD Cannot Provide
Adequate Assurances That Its Oversight Ensures the Protection of Classified
Information,” March 2004
GAO Report No. GAO-03-775, “Joint Strike Fighter Acquisition, Cooperative
Program Needs Greater Oversight to Ensure Goals Are Met,” July 2003
GAO Report No. GAO-02-972, “Export Controls-Department of Commerce
Controls over Transfer of Technology to Foreign Nationals Need Improvement,”
September 2002

DoD IG
DoD IG Report No. D-2006-044, “Controls Over the Export of Joint Strike
Fighter Technology,” January 11, 2006
DoD IG Report No. D-2005-107, “Controls Over Joint Strike Fighter
Technology,” September 30, 2005
DoD IG Report No. D-2004-062, “Interagency Review of Foreign National
Access to Export-Controlled Technology in the United States,” April 16, 2004
DoD IG Report No. D-2004-061, “Export-Controlled Technology at Contractor,
University, and Federally Funded Research and Development Center Facilities,”
March 25, 2004
DoD IG Report No. D-2002-138, “Allegations Concerning the Management and
Business Practices of the Defense Security Service,” August 9, 2002
DoD IG Report No. D-2002-039, “Automation of the DoD Export License
Application Process,” January 15, 2002
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Army
U.S. Army Audit Agency Report No. AA 02-134, “Technology Transfers of
Classified and Sensitive Information,” February 25, 2002
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Appendix C. BAE Systems Report Status Letter
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Security Weaknesses Identified by Defense Security Service and BAE Systems
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Appendix E. Report Distribution
Office of the Secretary of Defense
Under Secretary of Defense for Acquisition, Technology, and Logistics
Deputy Under Secretary of Defense (Industrial Policy)
Deputy Under Secretary of Defense (International Technology Security)
Director, Defense Procurement and Acquisition Policy
Under Secretary of Defense (Comptroller)/Chief Financial Officer
Deputy Chief Financial Officer
Deputy Comptroller (Program/Budget)
Under Secretary of Defense for Policy
Deputy Under Secretary of Defense (Technology Security Policy and National
Disclosure Policy)
Under Secretary of Defense for Intelligence
Assistant to the Secretary of Defense (Intelligence Oversight)
General Counsel of the Department of Defense
Deputy General Counsel for Intelligence
Director, Program Analysis and Evaluation

Department of the Navy
Naval Inspector General

Department of the Air Force
Assistant Secretary of the Air Force (Financial Management and Comptroller)

Other Defense Organizations
Director, National Security Agency
Director, Defense Security Service
Director, Defense Contract Management Agency
Director, Defense Technology Security Administration
Program Executive Officer, Joint Strike Fighter Program Office
Inspector General, Defense Threat Reduction Agency

Non-Defense Federal Organizations
Office of Management and Budget
Director, National Archives and Records Administration
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Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member
Senate Committee on Appropriations
Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services
Senate Committee on Foreign Relations
Senate Committee on Homeland Security and Governmental Affairs
Senate Committee on Intelligence
House Committee on Appropriations
House Subcommittee on Defense, Committee on Appropriations
House Committee on Armed Services
House Committee on Intelligence
House Committee on International Relations
House Committee on Oversight and Government Reform
House Subcommittee on Government Management, Organization, and Procurement,
Committee on Oversight and Government Reform
House Subcommittee on Information Policy, Census and National Archives, Committee
on Oversight and Government Reform
House Subcommittee on National Security, and Foreign Affairs, Committee on Oversight
and Government Reform
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Defense Security Service Comments
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Joint Strike Fighter Program Office Comments
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